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Abstract

Collaborative web portals allow groups to author,
create, update, and share content via easy-to-use web-
based interfaces (e.g., MediaWiki, Sharepoint, etc.)
From an adaptability perspective, such portals are
limited in their authentication, mobile device access,
multi-channel  document delivery, and version
management. For example, in wikis, security is often at
two extremes. anonymous users (no authorization and
read-only browsing) vs. super users (unfettered access
and update). As a result, these limitations have slowed
acceptance of such portals in commercial and
governmental settings for true collaboration, eg., a
patient/provider portal for health care has stringent
security (HIPAA) requirements for access and sharing
of personal health data. In this paper, we report on our
research and development effort of a collaborative web
portal that encompasses adaptability at: the
application level, the document level (authoring and
viewing), the security and version management level,
and the look-and-feel of the portal itself.

1. Introduction

Over the past decade, web portals have emerged aae

a viable solution for collaboration [6, 17], rangifiom

information repositories (e.g., WebMD and Wikipedi
[24]) to full-edged authoring/document collaboratio
In this latter case, for registered users, thesé we
portals provide a means to author, create, modifg,
track documents of all types. A registered Wikigedi
user can create new and modify existing conteig;ish

a double-edged sword, since once given access, it i
very difficult to control content, e.g., Wikipediand
other sites are rampant with factually incorreatteat.

In fact, freeware/open source products (e.g., Meiltia

a portals for

[23]) or a commercial solution (e.g., Microsoft's
Sharepoint [7]) allows any individual with sufficie
expertise to generate their own web portal to meet
special purposes and needs.

However, from an adaptability perspective, these
products are not very granular in the level of
customized security, navigation, access via mobile
devices, advanced graphical user interface (GUI)
features, dynamic user turnover, and multi-channel
document delivery [8, 10, 13]. Consider health care
which there are stringent HIPAA requirements [12], 2
on the security and exchange of data. In orded&pt
a web portal or wiki to allow clinical researchdos
collaborate to study diabetes in a patient poputati
these HIPAA requirements would dictate a higheelev
of security requirements than coarse-grained
authorization and authentication (user names and
passwords) typically offered by wikis/web portals.
Moreover, current collaborative web portals areallgu
limited to web-based access. Continuing with the
example, clinical researchers are dependent ory stud
participants (patients) providing their glucoseelegn
a regular basis. As not every patient is flexilolegrms
of accessing a desktop browser, additional acciss v
mobile devices is highly desirable.

In this paper, we report on our research and
velopment effort on applying adaptability to web
collaborative software requirements
elicitation [19]. In this effort, the Axon wiki [
offers document authoring, collaboration, publighin
versioning, and other capabilities, and has been
prototyped with role-based access control (RBAG) [3
18] at the application level, the document level
(authoring and viewing), and the look-and-feel loé t
portal itself. These reasons were part of the main
motivation to develop the comprehensive full-fuanti



collaborative web portal in Axon, which significgnt  flexibility, document delivery, and administration.
extends a wiki to adapt to the needs of enterpisses. This allows Axon to meet customized requirements of
The work presented herein is similar to a growing various application domains which are moving toward
body of research in adaptable web applications fromcollaborative web portals. In Figure 1, the Axon
varying  perspectives. From a user-interface architecture is illustrated. Axon uses a Model View
perspective, work in [5] presents an approach to Controller design that divides application logictoin
separate the business related portion of a webmanageable units and promotes scalability.
application by using component-based XML The design of Axon is also standards-based: JCR
documents to encapsulate layout and behavior oncompliant Document Management System (DMS);
multiple abstraction levels to support flexible seu Hibernate to interface with any relational database
For example, user interfaces can be customizedplatform; Lucene API for search; Directory Server f
dynamically to meet various requirements without user information; Blowfish for data security; SSar f
changing business rules. From a server perspettise, secure communication with the server; and, ‘Ecloo’ f
goal of work in [9] is to develop a J2EE-based the AJAX User Interface. The clients can either be
Adaptive Server Framework to separate server,connected via workstations, laptops, or mobile clevi
adaptation, and logic behavior. In this work, adéiph The Presentation Layer provides the typical means t
includes the consideration of network bandwidttoint access the underlying application. BrainStorm, tvic
the page layout. As in our work, in [12], the pretol of the name of our software requirements elicitatitiore
automatically organizing the structure and navaati [15], contains two grayed boxes (application specif
of a web page based on the user, role, or groupchangeable) and two non-grayed boxes (representing
membership is addressed. Using text and usagegninin core Axon functionality). The Application Layer
they propose a framework, its architecture and embodies many of the various underlying technokgie
implementation to achieve self-adaptive web sites. to support Axon’s core functionality. Lastly, theaa
Lastly, in [14] adaptability from an information- Layer allows Axon to be configured with any relatid
delivery perspective is considered by proposing adatabase as a backend.
framework that adapts to the user's individual seed  Axon is a full-function wiki for content creation
with respect to time, resource, and service ofvdeji (WYSIWYG), document publishing (e.g., Web, PDF,
Overall, work on adaptation from different persjpet RTF, etc.), document distribution (e.g., Email,nri
has influenced our work in developing the Fax, etc.), mobile access via a BlackBerry [4], and
collaborative Axon web portal. RBAC to allow collaboration among users that are
The remainder of this paper is organized into four sharing a particular task. As shown in the topipor
sections. Section 2 provides brief background on of Figure 1, the Axon Wiki is loaded from a web\sar
Axon’s capabilities and architecture. Section 3adet  into a multi-framed structure that includes a numtife
adaptability assumptions and concepts which arefeatures. First, there is a top bar of functiobex(A
specific to Axon but can be generalized to with Hide, History, Import, Export, Email, and Pin
collaborative portals. Section 4 introduces liniitas tabs for Spaces and Index (box B) where the Spgabes
of Axon and describes future features to addresgess  is organized as accordions (e.g., Sales and Marketi
in a dynamically changing user, role, document, and Finance, etc.) with parent topics (Status Repoctsd
contract environment. Section 5 concludes thigpap  topics (e.g., 2008 and 2007) and grandchild topics
(e.g., Driver testing, Driver review, etc. — in bGxwith
2. Background on Axon’s Concepts icons to create, edit, etc. topics — in box D). The
spaces, accordions and their topic trees are
Axon [25], a combined document collaboration, customizable based on domain.  Second, there is a
content management and wiki, is a Java Enterprisemain window with TOPIC and DOCS (box E) tabs: the

Edition platform 1.4, AJAX-based [16, 21] web porta TOPIC tab shown selected in the top portion of Fegu
targeting enterprise adoption by offering a widegea 1 is editable (XHTML) for the selected topic (i.e.,
of document authoring, publishing, versioning [13], AMSS Project Plan) with Edit, History, Intralinkice —
and other capabilities. Axon's advanced workflow box F; and, the DOCS tab shown selected in the
allows enterprises to set up sophisticated businesdottom portion of Figure 1 tracks the attached
processes for content creation, editing, review, documents (e.g., PDF, Word, MPEG, etc.) for the
publishing and archival. The main intent is to pdeva ~ topic, with the ability to Attach, Copy, Paste, Cut
full-capability adaptable wiki with fine-grained RE& Check-Out, Check-In, Replace, Delete, History, and
that meets critical requirements in terms of séguri Email — box F.
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Figure 1. The Axon Architecture.
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In Figure 3, additional capabilities of Axon are modification are both needed in this setting. dmts
shown. At the top of Figure 3, the Ajax-based of document tracking, a mechanism that tracks adl p
WYSISYG editor for creating and modifying XHTML  versions will be critical in a health care settitgallow
document content is shown. At the bottom left of historical patient data to be maintained. Forstheond
Figure 3, the document assembly feature is illtstta  functional quality, in Section 3.2, we illustratbet
which allows users to select documents of different leveraging of Web 2.0 technologies, namely, AJAX, t
types (e.g., Word, RTF, PPT, html, etc.) which then improve usability. Typically, registered users atde
combined to form a resultant document in different to create and edit content using simple plain tetxt|,
formats (e.g., PDF, RTF, HTML, etc.). Atthe botto or wiki markup editors; as a result, users access a

right of Figure 3, Axon for a BlackBerry [4] is shn, modify information via a desktop web browser.

which allows limited viewing/editing of content. However, as more dynamic and data sensitive
domains such as health care target collaborativie we

3. Axon’s Various Adaptation Approaches portals, content accessible via a browser in anl htm

format is limiting. Emerging Web 2.0 technologces
play a pivotal role in dealing with this limitation
Consequently, in Section 3.3, we explore the qualit
related to customization by detailing Axon’s apmioa
to project management and discussing various
document deliveries strategies. Current open goorc
commercial collaborative web portals provide the
storage of a wide variety of document content. A
logical next step is to allow the adaptation ofsthi
content, allowing the content (from different sas

to be combined in different ways, providing a high
degree of versatility in content management.

In this section, we explore three adaptation
capabilities of Axon: two functional qualities ande
guality related to customization. . The first fuoogl
quality, in Section 3.1, is related to two of AxetWiki
security capabilities: role-based access contrBIAR)

[3, 18] and document change tracking capabilitiés.
terms of RBAC, Axon transcends the typical on-off
capabilities of most portals with fine grained,
changeable privileges. In a health care settingess

to patient data is very dynamic, when one considers
physicians covering for one another (nights, wedkgn
and emergent situations; role replacement andlegei
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Figure 3. Additional Axon Capabilities.



3.1 Customized Security/Version Management  exchange, publish or collaborate on a topic, whigch
only intended to be read by a limited audience. In
Most wikis protect content via authorization and Axon, default roles are Administrator, Manager,
authentication. For example, in Wikipedia, you must ~ Author and Guest; these can be customized according
a registered user in order to create or edit conBut,  to the domain in which they will be used, e.g.,
in many cases, the access is all or nothing; fiaéngd Provider, Researcher and Patient. On the applitatio
control of content is not supported. To exploris th level, permissions are enforced by displaying only
issue, in Figure 4, the security capabilities obAxare  buttons and projects, for which a role is authexnéid.
summarized with typical roles illustrated (e.g.,e8u Finally, to protect the system against authentitate
Author, etc.). Axon’s security implementation uses users with malicious intention, Axon and other
Sun’s Java System Access Manager which providesCO”abOI‘ative web portals provide document history
scalability, single-sign on, centralized applicatio [17] to track all document changes (time, user,
administration, and other important features. In a document, action). In addition, all folders and
Accordion (e.g., Sales and Marketing, Finance, @c. documents have the ability to be configured for iema
Figure 2), the content control is achieved for epér notifications, so that users can be alerted when an
child, and grandchild topics; in Figure 4, the ubgr ~ document is downloaded, uploaded, versioned, edited
role can be given privileges to View and/or Editlea in any way etc. Especially, in critical domainsjsth
of these topics, and for the TOPIC and DOCS tab, bemust be provided to satisfy HIPAA regulations [11].
given specific access to individual buttons (bonF ~ Thus, any malicious action can be repaired with a
Figure 2; for TOPIC — Edit, History, IntraLink, etc  rollback function that restores the document tolése
and for DOCS — Attach, Copy, Paste, etc.). Usars ¢ working state. Or, alternatively, all changes tdigra
also be authorized to multiple roles, but are kmito ~ data can be carefully tracked with versions to terea
playing a single role in a session. The permissias history of patient care.
shown in Figure 4, define whether a user (by rob)
have access to the buttons of the Global (box A in 3.2 Adaptation via Web 2.0 Technology
Figure 2) and the Tree (box D in Figure 2) Menu. A
of the permissions that control access to the kwdk- Modern collaborative web portals must not only
feel of Axon are represented in Figure 4 with the concentrate adaptability on various ways of acogssi
Yes/No access to the Global and Tree Menus, andthem or on the security policies required by a dama
TOPIC and DOCS Buttons. As a result, when the userbut also adapt to users with limited experience.{e.
logs on to Axon with a role, the entire look-aneife older patient participating in the diabetes studies
and the content is customized. computer-phobic physicians, etc.). Therefore, users
This fine-grained and adaptable security capability should be able to utilize the full functionality as
positions Axon as a viable alternative for sensitiv intuitively as possible. As many users are familiéth
domains such as the health care. Unlike open-desktop applications such as Microsoft's Word, Axon
information sharing portals (Wikipedia), a healtre provides true WYSIWYG editing and enhanced
portal would not provide free-and-unfettered acdess navigation features such as cut & paste and drag &
all information; patient education materials woudd drop (Figure 3). In addition, full search of docurhe
available, but if the portal offers personal heattbord content is provided. Search results can be sosed,
capabilities, the associated data would need to bethe high granular access control ensures that esers
strictly protected (Sarbanes-Oxley/HIPAA conforming only search content within the Accordions to which
[11]). The advantage of using Axon for this they have been authorized. Users have Simple’ lsearc
application would be to facilitate the exchange of option and an ‘Advanced’ search option. The
information among patients and providers, givert tha Advanced search option provides different search
these web portals are accessible from anywherayat a parameters (e.g., topic, author, file type, date).eTo
time. Unfortunately, current implementations of isik  improve performance, each topic at every level d&as
are not designed with a fine-grained access controlunique index/location and is sorted by frequency
mechanism. Axon addresses this issue with the dfelp interval. All of these features improve the user’'s
its adaptable RBAC matrix (Figure 4) that allows th experiences, and are implemented using Web 2.0
administrator define which actions may be performed technology AJAX [16]. Axon's editor and application
by which user (by role) during which period on whic interface design is based 100% on AJAX, fully
project and document. Thus, Axon could be used byleveraging features such as dynamic database-driven
clinical researchers in the health care domain totree menus, and switching from view to edit modes.



Sarngle User T!ggs > Guest Author Managgr Admin

Permissions --> Read Read, Write, Add, Create Read, Write, Add, Archive, Create All of Manager + Create
Topics, Manage Users for Topics, Manage Users for All Accordions Global User
Created Topics Users in Accordion Management
Feature
Global Menu (Box A) Yes/No Yes/No Yes/No Yes/No
Hide Yes Yes Yes Yes
History Yes Yes Yes Yes
Import No Yes Yes Yes
Export Yes Yes Yes Yes
Email Yes Yes Yes Yes
Fax Only if assigned Only if assigned Can assign to accordion users Can assign to all users
Print Yes Yes Yes Yes
Tree Menu (Box D) Yes/No Yes/iNo Yes/No Yes/No
New Topic No Yes Yes Yes
Copy No Yes Yes Yes
Paste No Yes Yes Yes
Rename No Yes Yes Yes
Archive No No Yes Yes
Accordion Topics (Box C)  View /Edit View IEdit View /Edit View /Edit
Parent Topic View View /Edit View /Edit View /Edit
Child Topic View View /Edit View /Edit View /Edit
Grandchild Topic View View /Edit View /Edit View /Edit
Topic Buttons (Box F) Yes/No Yes/No Yes/No Yes/No
Edit No Yes Yes Yes
History Yes Yes Yes Yes
IntraLink No Yes Yes Yes
Email No Yes Yes Yes
Publish No Yes Yes Yes
Print Yes Yes Yes Yes
DOCS Buttons (Box F) YesiNo Yes/No Yes/No Yes/No
Attach No Yes Yes Yes
Copy Yes Yes Yes Yes
Paste Yes Yes Yes Yes
Cut No Yes Yes Yes
Check-In No Yes Yes Yes
Check-Out Yes Yes Yes Yes
Replace No Yes Yes Yes
Delete No No No Yes
History Yes Yes Yes Yes
Email No Yes Yes Yes

Figure 4. Adaptable Role-Based Access Control $tycur

deliver exactly enough content (and no more) tcheac

3.3 Adaptation in Topic Management/Delivery user by the permissions assigned to his/her role.
Axon utilizes a tree structure to organize the éosd

Axon organizes content and topics as reusablein the ‘spaces’ on the left. Each folder can have
pieces, namely "infolets", which can be assembi¢al i €ditable text content (the top portion of Figure the
one or more documents and published in any format TOPIC tab) and documents attached to it (the bottom
(e.g., Web, PDF, RTF, etc.) as given in Figure By A portion of Figure 2 — the DOCS tab). When a folder
changes in an "infolet' are propagated in real time selected in the tree, the documents for that tepe
across all publishing channels [10]. Topics (Figaye displayed under the ‘DOCS’ tab on the right, asisho
are organized as accordions and their Topic trees a in the bottom portion of Figure 2. Documents of any
adaptable based on domain. Each topic (parend, chi fype and size may be uploaded. In our examplepia to
or grandchild) can have a single XHTML document (in could be “The Study of Diabetes in a Patient
the main window) along with one or more other Population” with the child topics “Experiment
documents (e.g., PDF, Word, MPEG, etc.) that are Specification”, “Drug Discussion”, “Treatment” and
attachable and accessible via the DOCS tab (see theGeneral Discussion”. Information updates can be
bottom portion of Figure 2). The topic tree in converted to various formats the patients and
conjunction with the TOPIC and DOCS tabs provides a researcher desire and delivered via Email, Prirfax.
high degree of flexibility when establishing Thus, Axon's topic-based approach erases the
permissions (what a user can and cannot do), aipwi limitations of the document-centric approach to elod
the tool to easily adapt to different user needd an information flow by separating the content creatmal



publishing activities into a flexible framework sioat information stored on the system must be transdeore
information is updated in real-time across multiple deleted automatically.

channels on demand. In terms of ongoing work, we note that Axon is
currently being used by a diverse stakeholder tem
4. Limitations and Ongoing Work faculty researchers, computer scientists (withaatlth

care background), and health-care providers to

While Axon [25] is a commercially product, there organize documents and collaborate in order tc&issi
are limitations and enhancements that are stilleand the processing of mak'ln.g mformed.health-lnformtlo
investigation. First, in the current release, ao#ity technology (HIT) decisions. Specifically, _the . Ethel
has an impact on a number of features: systemDong""hl_Je TRIPP Center at the Unlvers_|ty of
performance, and user, accordion, and topic doctumen Connectlput Medpal School [261 has an ongoing two
administration and their management. In its usage t year project to integrate HIT into seven community

date, Axon’s document and project managementhealth _centers. A vital aspect of thi_s work is the
system has not as yet been stressed with a higimeol evaluation anq usage of a collaborative web pqrtal
of users (and associated documents), which maydimpa (Axon) to facilitate Fh|s work by a user community
performance. Therefore, ongoing work is focusing on (health care professionals) that |s_oﬁen avers_ae‘w
improving critical system design features. Thidudes computing technology —and SIO.W n its Qdoptlon. _We
the way that domains could be used, the way thateXpec_t to repor.t on our experiences with Axon in a
folders must be organized and the structure of thesecurlty-constramed setting (HIPAA) in the nedufe.
entire system for locating topics and their asgedia
documents. This may have a considerably impact on
the response time, directly affecting actions sash

when a user navigates between accordions and their " this paper, we have presented the collaberat
topics (expanding the tree — see A in Figure 2). web portal Axon in Section 2, exploring its architge

Scalability can further impact system administratio ~ (Figure 1), core functionality (Figure 2), and atfial
realistic enterprise applications with thousands of capabilities for content creation/management (agur
accounts need to be precisely managed by a security})- USing this as a basis, in Section 3, we ex.pllore
officer or other administrative personnel. To addre AXOn's adaptability from three perspectives: the
this issue, we are carefully re-designing the user S€curity and version manqgement level, and th_e-look
administration design and architecture, so thatesys ~and-feel of the portal (Section 3.1); the contesation
wide functions, such as setting up new users, tieget 1€Vel via Web 2.0 technologies (Section 3.2); ahe,
passwords, disabling accounts, delete topics and/ofdocument level with respect to authoring and vigwin
documents loaded by mistake, can be easily perfhrme (S€€ Section 3.3). We demonstrated all of these
Scalability at the user level must also be addesse Cc@pabilities through the consideration of a heatire
For example, a user may have tens of accordions andlomain, where secure and flexible access is a gtron
each of these accordions could have dozens of parenféquirement. The end result is an adaptable framewo
child, and grandchild topics. When the user is Where an application domain is able to utilize Akmn
interested in making this information availableother ~ CUStomizing the portal to satisfy any unique agian
users by role, privilege definition and maintenance éduirements. Since the work on Axon is continuing,
become monumental tasks, since permissions aheat t S€ction 4, we detailed limitations and potential
topic level. Therefore, we are currently working an  Solutions; we also briefly discussed an ongoingiaict
mechanism that seamlessly facilitates project dfm ~ US@ge of Axon in a health care setting. We beltaae
and the intricate privilege assignment to individua the end result is a truly adaptable and customezabl
roles. For example, one approach under considerati WeP portal that transcends available systems.
is having permission-predefined topic trees that loa
included in an accordion and then customized byepam References
privilege, etc. Finally, in the case where Axoméng
utilized to manage a specific repository of shared [q) M. Barla, et al., “Adaptive Portal Framework for
documents for a defined timeframe, there must be aSemantic Web Applications”,Proc. of ICWE 2007
mechanism to archive and/or delete when a time lsni  Workshops. 7" Intl. Conf. on Web Engineering, 2007.
reached or an employee leavedzor example, at the 3] Y. Demchenko, et al., “Security Architecture for
end of a contract term, all of the documents and Open Collaborative Environment”, imdvances in Grid
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