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Abstract. The Internet of Things (IoT) fosters connected environments
where devices interact with one another and with users to enable context-
aware applications. End-user authoring tools empower individuals to cre-
ate personalised automations, such as health-related rules that respond
to physiological metrics. However, these tools are often tied to specific
vendors, limiting the portability of user-defined automations across plat-
forms. This restriction poses significant challenges in domains like health-
care, where users may depend on such automations for daily assistance.
To address this issue, in our recent research, we have proposed a write
once, run anywhere paradigm to enable rule portability across heteroge-
neous loT environments. While this approach improves continuity, it also
raises privacy concerns, as user data may be exposed during the migra-
tion of automations between platforms. In this paper, we address some
of these privacy challenges by introducing a representative user scenario,
analysing related work and proposing a privacy-preserving IoT architec-
ture (IOT-ZK) that makes use of zero-knowledge proofs, along with a
proof-of-concept implementation. Our proposed solution supports secure
and portable automation across IoT platforms, with particular emphasis
on safeguarding user data in sensitive domains such as healthcare.
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1 Introduction and Background

Lieberman et al. [16] define end-user development as “a set of methods, tech-
niques, and tools that allow users of software systems, who are acting as non-
professional software developers, at some point to create, modify or extend a
software artefact” to develop and adapt systems according to their individual
backgrounds and skill levels. Various tools have been proposed to support end-
user IoT development, including those presented in [9,8,7,28,24]. As noted by
Markopoulos et al. [18], one of the most common programmatic mechanisms for
end-user control in IoT applications is rule specification. A prominent example
of a rule-based solution is the If This Then That (IFTTT)! platform, which
allows users to define actions triggered by specific conditions. For instance, a
user might configure a rule such as “If my smart sensor detects that my resting
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heart rate is below 40bpm, then change the colour of my smart lamp to red”,
enabling them to receive notifications in their home environment whenever a
health metric deviates from the norm.

Previous studies have also shown that rule-based approaches are generally
intuitive and accessible for end users [4,25]. However, a significant limitation of
many current end-user development tools is their implicit vendor lock-in. This
implies that when users create personalised IoT applications using these tools,
they are often only usable on those platforms and on the specific devices for which
they were created. In fact, Corno et al. [5] stated that most end-user develop-
ment platforms adopt a vendor-centric abstraction, requiring each online service
to be programmed in a proprietary manner. Similarly, Noura et al. [19] empha-
sised that most IoT solutions lack support for cross-platform and cross-domain
interoperability. In our own research, we argue that resolving interoperability
issues is key to freeing users from vendor-specific constraints [2] and proposed a
write once, run anywhere approach for authoring end-user IoT applications [3].
This approach allows end users to retain their preferred authoring tools while
enabling their automations to run across different platforms.

Our solution translates a user’s rules into a high-level representation that can
then be executed in any (new) environment on any platform that implements an
EUPont runtime (rule engine). For example, the previous rule “If my smart sen-
sor detects that my resting heart rate is below 40bpm, then change the colour of
my smart lamp to red” could be configured for a specific sensor and smart lamp
in the user’s home. This means that if the user went on holiday to a hotel that
offers an IoT platform with a similar sensor and smart lamp but from a manufac-
turer not supported by their home platform, their automation would no longer
work. Using the solution proposed in [3], the rule can be expressed as “If received
from device, then set lighting”. This abstraction allows the trigger to be mapped
to any compatible heart rate sensor and the action to any smart lamp (the sen-
sor and lamp present in the hotel), regardless of manufacturer, rather than only
to devices supported by the user’s home platform. The high-level representation
is based on the EUPont abstraction proposed by Corno et al. [6], enabling the
execution of rules on any EUPont-compliant platform. While this cross-platform
interoperability offers great flexibility, it also introduces new challenges, particu-
larly regarding privacy. Since, thanks to our solution proposed in [3], a user can
now use their automation in environments other than their home, the foreign
environment might gain knowledge about the user’s resting heart rate values and
what they consider an abnormal value. In critical domains, such as healthcare,
users may be better protected against potential data misuse when personal data
is controlled in a certain way. As noted by Ziegeldorf et al. [30], IoT solutions
often contain sensitive information that may be of interest to third parties. For
example, information about a user’s heart rate, like in our example, could be
exploited by insurance companies to increase their premiums or even deny a new
contract [12]. Magara and Zhou [17] identified user profiling and third-party data
sharing as privacy concerns in IoT. As Roman et al. [22] put it, the data deluge
caused by billions of entities creating information poses a threat to privacy and
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users must thus have tools that allow them to retain their anonymity in this
connected world. They add that IoT must adopt privacy by design, providing
user-centric support for security and privacy from its very foundations. Further-
more, they note that entities do not need to provide all the data they produce,
but only the data required by external entities for a particular service [22]. The
issue of trust is also discussed by Roman et al. [22], where uncertainty about
future actions that all components may take must be addressed. Returning to
our example, after sharing their rule with a platform in a foreign environment,
users may be left uninformed about the future of their data once they leave that
environment.

To address the highlighted privacy issues, in the next section we present
our user scenario and analyse related work. Based on these, we introduce and
describe our architecture, aiming to address the problem and present a proof-of-
concept implementation of the architectural component.

2 Related Work

Zero-knowledge proof systems were presented in [11] where the researchers de-
fined that a proof system is considered zero knowledge if whatever the verifier
can compute while interacting with the prover, it can compute by itself with-
out going through the protocol. In simple terms, this means that whatever the
verifier learnt from talking with the prover, they could have learnt on their own
without talking to the prover. The prover is the party that has (secret) informa-
tion and wants to convince another party that the information satisfies a certain
property. On the other hand, the verifier is the party that checks the validity of
the claim without learning anything about the information itself. Goldreich and
Oren [10] defined a zero-knowledge proof as anything a verifier could determine
while interacting with the prover; given access to certain information, it could
also be determined independently by the verifier using that same information,
without interacting with the prover. Zero Knowledge Proofs (ZKPs) are there-
fore techniques to verify claims without revealing the information itself, with
the prover sharing proof of their claim with the verifier, who then verifies the
accuracy of the proof without learning any additional information [1]. A valid
ZKP system must satisfy the following three criteria [10].

— Completeness — If the statement is true, an honest prover can convince an
honest verifier of its validity.

— Soundness — If the statement is false, no dishonest prover can convince an
honest verifier that it is true.

— Zero Knowledge — If the statement is true, the verifier learns nothing
about the secret information itself, only that the claim is true.

ZKPs can be interactive, requiring multiple exchanges, or non-interactive, with
verification occurring in a single step. Non-interactive forms, like zkSNARKs
(Zero-Knowledge Succinct Non-interactive Arguments of Knowledge), are con-
cise, storage-efficient and allow computed results to serve as statements. Unlike
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interactive ZKPs, they replace the verifier’s challenges with a shared reference
value, allowing proof sharing with third parties [1]. As stated by Reitwiessner [21],
zkSNARKSs are impressive; one can verify the correctness of computations with-
out having to execute them, and one will not even learn what was executed.
They explain the properties of zkSNARKS as follows:

— zk — during the interaction, the verifier learns nothing except the validity of
the statement.

— Succinct — proof sizes are tiny compared to the underlying computation.

— Non-interactive — after an initial setup, the prover sends a single proof
that anyone can verify without further interaction.

— Arguments — “the verifier is only protected against computationally limited
provers. Provers with enough computational power can create proofs/argu-
ments about wrong statements (note that with enough computational power,
any public-key encryption can be broken). This is also called computational
soundness, as opposed to perfect soundness”.

— of Knowledge — a proof can only be made if the prover knows the required
secret (witness).

In the literature, ZKPs have been proposed for IoT. For example, in the con-
text of device authentication, Zhong et al. [29] proposed an efficient, secure and
on-demand communication protocol using zero-knowledge proofs (ZKPs) that
allows the prover to provide evidence of its secret without revealing it to the
verifier. One way to verify a device’s authenticity is to use physically unclonable
functions (PUFs) as a unique device fingerprint. Therefore, with this solution,
the edge device (the prover) convinces the central server (the verifier) of the
unique PUF response stored on the device without requiring the actual stor-
age of PUF responses on the server. Given the limited computational resources
and the potential for limited network connectivity prevalent in IoT, the research
Walshe et al. [27] proposed an authentication protocol based on non-interactive
zero-knowledge proofs (NIZKPs). Traditional authentication approaches often
require storing authentication data on devices, creating security risks if the de-
vice is compromised, or they rely on Public Key Infrastructure (PKI)-based
solutions that impose high computational and maintenance overheads.

In the proposed protocol, the setup phase generates a Merkle tree [15] whose
leaves represent the hashed device authentication data. A Merkle tree is a binary
tree in which each leaf node contains the hash of a data block, and each non-leaf
node contains the cryptographic hash of the concatenation of its child nodes.
In blockchain systems, Merkle trees efficiently summarise all transactions in a
block, with each transaction being a leaf node. This structure allows users to ver-
ify whether a particular transaction is included in a block without downloading
the entire blockchain. For example, in Bitcoin, Merkle trees are used to create
a compact summary of all transactions in a block, enabling lightweight nodes
to verify transactions independently [15]. The prover thus generates a proof by
presenting the hash path from a leaf node to the Merkle root. The verifier checks
this proof against the stored Merkle root without accessing sensitive authentica-
tion data. This method ensures that credentials are not stored in plain text, is
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resistant to replay and man-in-the-middle attacks, and functions effectively un-
der reduced connectivity conditions [27]. Ramezan and Meama [20] proposed a
framework that enhances IoT security by using Zero-Knowledge Proofs (ZKPs)
and blockchain to ensure the integrity of firmware execution and data process-
ing, even in untrusted or compromised devices. Within the framework, every
IoT device is equipped with a ZKP generator to validate the integrity of the
programs it executes. The zk-device ensures that its output originates from a
circuit designed by the manufacturer, certifying that the IoT device operates
exactly as intended by its manufacturer and guarantees that both the program
and its inputs remain unchanged, resulting in reliable and trustworthy output.
The zk-devices also implement a ZKP scheme to verify a chain of computations
across a series of IoT devices.

To enable the use of user-defined automations in a new environment, the
environment must have access to a user’s rules. In [3], we introduced the use of
Solid pods 23], enabling users to store their data in a location (pod) that belongs
to them and grant applications access to the data. Assuming a user’s rules have
been translated into the high-level representation described in [3] and stored in
their Solid pod, they can grant the hotel’s platform access to their rules.

Referring to our earlier example where a user goes on holiday and stays in a
hotel, the hotel can thus execute their rules by implementing an EUPont run-
time (rule engine) as described in [6]. However, this poses a privacy risk, as a
user may not wish to disclose the thresholds defined in their rules to the ho-
tel. In the next section, we therefore introduce an IOT-ZK architecture using
zero-knowledge proofs in end-user IoT applications, enabling data sharing across
different platforms without revealing sensitive information. To the best of our
knowledge, this approach has not previously been explored in the literature.

3 I0T-ZK Architecture

The ageing of the population is a global phenomenon with far-reaching con-
sequences, presenting challenges and opportunities for global healthcare sys-
tems [14,13]. End-user IoT solutions can help users maintain or even improve
their quality of life. We have therefore developed the following end-user IoT sce-
nario to set the context for the problem we seek to highlight and address in this
paper. Mildred, a 60-year-old pensioner with health conditions, uses IoT Plat-
form A, which provides the If This Then That (IFTTT) method to automate
aspects of her daily life. She has created some rules to remind her to monitor
her insulin levels, do her exercises and manage her evening relaxation routine.
For example, she defined the following rules:

— If my smart sensor detects that my insulin level is below threshold ¥, then
change the colour of the lamp in the kitchen to red.

— If the time is 11:00 am, then start playing a workout song on my smart
speakers

— If the time is 19:00 pm, then set the thermostat to 21 degrees Celsius
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These rules are stored on IoT Platform A and help Mildred maintain her well-
being. Later, Mildred travels abroad and stays in a hotel with some smart de-
vices. She expects her automations to continue working in the hotel. However,
none of her rules works, because the hotel uses a different IoT platform (loT Plat-
form B) that neither has access to her rules nor uses the IFTTT programming
model and a user interface she is familiar with. Mildred also does not want to dis-
close the specific trigger conditions of her personal rules to the hotel platform—
such as her insulin level threshold, the time she starts working out and the time
she starts heating to her preferred temperature—because she considers these to
be private information. Therefore, our problem statement is: “How can users
benefit from their IoT automations in new environments without sharing spe-
cific details about their rules?” In the following, we introduce the components
to address this research question.

We propose the use of zero-knowledge proofs (ZKPs) in a new cross-platform
IoT architecture (IOT-ZK) to cryptographically hide the details of a user’s rules
that they wish to hide from untrusted platforms; that is, platforms in new (for-
eign) environments. Zero knowledge proofs follow three steps:

— In the commitment step, a prover commits to a secret value without reveal-
ing it. It is like sealing a secret in a box and showing that box to interested
parties, demonstrating that it contains a value without revealing the value.
This step ensures that the secret value is bound to a unique cryptographic
commitment while remaining hidden from any third parties. Note that the
secret value cannot be changed once it is bound and a new commitment will
have to be generated for a new secret value. We therefore introduce function-
ality that will create a commitment to the details of rules which users wish to
hide from untrusted platforms. In our example scenario, commitments will
be created for insulin threshold value, 11:00 am and 19:00 pm. In Listing 1.1,
we highlight the trigger for Mildred’s set thermostat rule, with the commit-
ment value (instead of 19:00 pm) in the eupont:details field. It shows a
snippet of the cryptographic data generated in the commitment step. This
data hides the secret value 19:00 pm by encoding it into a cryptographic
commitment.

— In the proof generation step, the prover uses the secret value bound to
the previously generated commitment to produce a proof that this value
satisfies a condition (constraint). A proof is a piece of cryptographic data
that convinces another party that a certain statement about a secret is true,
without revealing the secret itself. The proof generation step constructs an
arithmetic circuit that encodes a logical statement about the secret value
bound to the commitment. In our example, this circuit encodes the condi-
tion that the secret value is equal to 19:00 pm. Formally, this relation can
be represented as f(s_wvalue,p wvalue), where f denotes the operator im-
plemented by the circuit, s wvalue is the value only known to the prover and
p_wvalue is a public value. In this example, f represents an equality check,
which indicates that the secret value bound to the commitment is equal
to the given public value. Hence, we introduce some functionality that can
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generate such proofs f(s_wvalue,p wvalue). For our scenario, proofs will be
generated and stored for the three values that Mildred wishes to hide from
the hotel platform.

— In the verification step, the verifier uses the public commitment, the re-
ceived proof and a known public input (e.g. a sensor value) to check whether
the proof is valid with respect to the same arithmetic circuit used in proof
generation. The verifier does not learn the secret itself; rather, it becomes
convinced that the secret value bound to the commitment satisfies the con-
dition encoded in the proof. Thus, a successful verification provides cryp-
tographic assurance that the prover’s claim is true without revealing the
underlying secret.

# Trigger definition

ex:applet_1_set_thermostat_trigger a eupont:EveryDayTrigger ;

eupont:triggers ex:applet_1_set_thermostat ;

eupont:details b’geppetri_datablock [
0x4538b762caaa863ce9ffc68788b708347fd4a8ebe096681bd08a

8a5d75e88baf10c9c158,0x21174aeb5cd30647d5950660336ffa65d1544021629a0b312f0d6330df4c] J\n’ .

Listing 1.1. Example zero-knowledge rule

As an illustration, we take the rule “If the time is 19:00 pm, then set the thermo-
stat to 21 degrees Celsius”. The commitment step will generate a commitment
value to cryptographically hide “19:00pm” and the rule can be rewritten as
“If time is <commitment value>, then increase temperature”. Note that “in-
crease temperature” is used instead of “set the thermostat to 21 degrees Celsius”
because the rule is first translated to the high-level EUPont abstraction. A proof
is then generated using the secret value bound to the commitment, together
with a public input (19:00 pm), and the function f(s_wvalue, 19 : 00 pm) where
f represents an equality check. This therefore generates a proof that encodes the
condition that the secret value bound to the commitment satisfies an equality
relation with respect to the given public value (19:00 pm). An example of such
a proof, which contains a snippet of the cryptographic data generated in the
proof generation step, is shown in Listing 1.2. This data therefore encodes the
equality condition between the secret value bound to the commitment and the
public value (19:00 pm in our example).

b’geppetri_qgapproof [ \n 0xc00d6aefe7ea78205d464b412e8f_0x306073a49e7088840
cb33992391b32db4efa97add480b20ech57af55fd576cf\

;| e36f5af5ee2320_0x56a2851119e4ad22917b6fada5032524245b8af9ea323 J\n]l\n’

Listing 1.2. Example zero-knowledge proof

The rule bearing the commitment value and the proof is then stored and made
available for retrieval by the hotel platform. The hotel platform can read the rule
with its commitment value as well as the proof from Mildred’s untrusted pod. It
can then perform a verification v(proof, commitment,p value) where p_value
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represents the current time obtained from a time sensor (e.g. a digital clock).
The verification checks whether the proof is valid for the given commitment and
public input. If this verification succeeds, the hotel’s platform is convinced that
the hidden value bound to the commitment satisfies the equality condition with
respect to the supplied time. The hotel platform will then trigger the rule’s ac-
tion. With this setup, Mildred retains full control over her personal data because
the specific values of her rule conditions are not directly shared with the hotel
platform, thereby preserving her privacy. An illustration of this flow is provided
in Fig. 1.

If time is <x>, then | =——— +

{proof object}
, then

Secure (ZKP) Translation Module l

secure rule: If time
E generate commitment and proof is <commitment value>
>

Solid pod

get rule with commitment and proof l

OK -> set temperature % current time
— —

Smart Thermostat hd Digital Clock

verify(proof, commitment,
current time)

Fig. 1. [oT zero-knowledge illustration

The zero-knowledge proofs are implemented using the PySNARK? Python li-
brary. PySNARK enables one to program zk-SNARKSs (verifiable computations)
in Python 3. It allows proofs to refer to committed data using Geppetri [26] and
has three main applications:

— It allows proofs to refer to external private inputs from parties other than
the trusted third party.

— It allows different verifiable computations to share secret data.

— It allows a verifiable computation to be divided into multiple subcomputa-
tions, each with its own evaluation and verification keys.

Therefore, in order to allow users to not only benefit from being able to exe-
cute their rules across platforms and in new environments, but to also maintain
their privacy in those new environments, we introduce a zero-knowledge proof
extension to our earlier proposed architecture [3] as illustrated in Fig. 2.

2 https://github.com/meilof/pysnark
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Fig. 2. Cross-platform IoT architecture with ZKP

For her trusted home platform, Mildred therefore creates the Trusted Pod
where rules with full details are stored, while rules with their details hidden
are stored in the Untrusted Pod. Finally, the foreign platform can read the
rules from the Untrusted Pod and verify whether the rule’s action can eventu-
ally be triggered. In Listing 1.3, we see a Python code example of this flow.
While Mildred is in a hotel during her vacation, the presented IOT-ZK archi-
tecture enables her to benefit from the same rules she has in her home while
preserving her privacy by concealing the details of those rules from the hotel’s
IoT system.
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# convert Mildred’s IFTTT rules to EUPONT representation
turtle_rule = convert_to_eupont_representation(rule=combined_method_translation)

turtle_filename = save file(filename="<FILEPATH>".format (
rule_name=combined_method_translation["rule name"]), content=turtle_rule)

# save the converted rule in solid pod for trusted platforms with all the details
add_to_solid _pod(pod_url="<POD_URL>", file_name="{rule_name}-mildred.ifttt.ttl".format(
rule_name=combined_method_translation["rule_name"]),
file_content=turtle_rule, content_type="application/ttl")

# convert Mildred’s IFTTT rules to EUPONT representation with zk commitment and proof

zk_turtle_rule, zk turtle_file bytes = convert_to_zk eupont_representation(
rule=combined_method_translation)

zk_turtle_filename = save_file(filename="<FILEPATH>/{rule_name}-mildred.zk.ifttt.ttl".
format (rule_name=combined_method_translation["rule_name"]), content=zk_turtle_rule)

# save the converted rule in solid pod for untrusted platforms with zk commitment
add_to_solid_pod(pod_url="<POD_URL>",
file_name="{rule_name}-mildred.zk.ifttt.ttl".format(rule_name=
combined_method_translation["rule_name"]),
file_content=zk turtle_rule, content_type="application/ttl")

# simulate Hotel Platform proof verification
is_valid_proof = verify_proof(comm_name=zk_turtle_file_bytes[0][0], comm_bytes=
zk_turtle_file_bytes[0][1], proof_bytes=zk_ turtle_file_bytes[1],
k=zk_turtle_file bytes[0][2])

# simulate Hotel Platform executing rule action
if is_valid_proof:
print("Executing rule action: " + combined_method_translation["translated_action"])

3| ## EXAMPLE OUTPUT

Proof generated successfully
Proof is valid: True
Executing rule action: SetTemperatureAction

Listing 1.3. Zero-knowledge example implementation

The Secure (ZKP) Translation Module will perform the commitment as well
as proof generation steps, and store the results of those steps. We propose that
the translated rules, along with commitments and proofs, be stored in a dedicated
Solid pod as shown in Figure 2. This will ensure that users can grant untrusted
platforms only access to the pod that stores the rules with commitments and
proofs, while their trusted platforms can have access to a different pod containing
their rules with full details.

4 Conclusion and Future Work

With the increasing proliferation of end-user IoT solutions and the potential
for cross-platform interoperability as proposed in our earlier research [3], new
privacy concerns have emerged. These concerns stem from the possibility that
unfamiliar IoT platforms may gain access to sensitive user information embed-
ded in automation rules. To address this problem, we propose an extension of
our previously introduced architecture [3] by augmenting the translation module
with zero-knowledge features. This enhancement allows users to conceal the spe-
cific details of their rules from third-party platforms. As a result, an unfamiliar
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platform can still access and execute a user’s rule without learning the exact
conditions that trigger it. This capability opens up a range of compelling use
cases, including the scenario presented in this paper. It is also particularly rele-
vant in shared IoT environments, such as offices or smart cities, where multiple
users interact with common platforms and devices. While we have presented a
prototype implementation of our proposed solution, future work will focus on
refining this system and conducting user studies to gather feedback for further
development. We are aware that in our example, although Mildred’s rules are
never shared with the hotel’s platform, the platform may still infer the secret
value via a so-called inference attack by observing when the rule is triggered
(e.g. when the thermostat is activated at 19:00 pm). Therefore, we plan to fur-
ther investigate this issue and propose some mitigation strategies. Note that in
our scenario, Mildred has a rule that retrieves her insulin levels and takes action
based on a threshold she has set. In this case, the regular readings from her
insulin monitor are as sensitive as the threshold value she defines as being low.
While we currently only hide rule-specific details, in future work, we plan to
investigate using similar zero-knowledge proofs to also protect sensor readings
from unfamiliar third-party platforms.
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